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Sophos XG Firewall delivers the ultimate enterprise firewall performance, security, and control

Fastpath packet optimisation technology with up to 140Gbps throughput

Revolutionary Security Heartbeat™ for improved Advanced Threat Protection (ATP) and response

Patented Layer-8 user identity control and visibility

Unified App, Web, QoS, and IPS Policy simplifies management

App risk factor and user threat quotient monitors risk levels

About Sophos XG Firewall
XG is a NGFW – next-generation-firewall – which combines elements of both Sophos and Cyberoam UTM and next-gen firewall
technology but also completely new innovations and features that users have been requesting for some time.
What does Sophos Heartbeat do?
Finds the threat faster – threat indicators like suspicious network traffic are instantly shared between the Next-Gen Firewall and
the Next-Gen Endpoint to detect and prevent attacks.
Simplifies investigation – active identification of compromised systems shares computer names, users and paths between
Endpoint and Firewall, so you can take action quickly.
Minimise impact – compromised endpoints are automatically isolated by the firewall, while the endpoint terminates and removes
malicious software.
Saves IT time and money – through automated incident response
Sophos XG has a new Firewall OS that takes care of:
 Management – Firewall Management, Centralised Management, Status and Alerts, Reporting and Logging
User and App Control – User identity, Application Control, Web Control, Content Control
Protection – Firewall, IP Security (IPS), Anti-Malware, Web Protection, Synchronized Security, Advanced Threat Protection, Business
Applications, Encrypted Traffic
Networking – Routing and bridging, Zone Segmentation, Traffic Shaping, Wireless Controller, Performance, VPN, RED VPN, IPv6.
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